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Onpenenenust

B HacTosi111eM TOKYMEHTE UCIIONB3YIOTCS CAEAYIOLIUE TEPMUHBI U UX ONPEAEICHUS.

ABTOMATH3HPOBAHHAsA CHCTEMAa - CHUCTEMa, COCTOALIAsl M3 IEPCOHANAa M KOMILIEKCA CpPEeACTB
aBTOMATH3allUd €ro JEATEIHOCTH, peaju3yoomas WHOPOPMAIMOHHYI0 TEXHOJIOTHUIO BBIOJHEHHUS
YCTAHOBJICHHBIX (DYHKIIMH.

AyTeHTH(GUKANUS OTIPABUTEJISI JAHHBIX - IOATBEPXKACHHUE TOTO, YTO OTIIPABUTEIID MTOJIYUYEHHBIX
JAHHBIX COOTBETCTBYET 3asBJICHHOMY.

Be3onacHoCTh NMepPCOHAJBHBIX JAHHBIX - COCTOSIHME 3alUIIEHHOCTH NEPCOHAJIBHBIX JaHHBIX,
XapaKTepU3yeMoe CIIOCOOHOCTBIO M10JIb30BATENEH, TEXHUUYECKUX CPEJICTB U MH(POPMALIMOHHBIX TEXHOJIOIMH
obecrneynTh KOH(UIAEHIUAIBHOCTh, LEJIOCTHOCTh M JIOCTYIIHOCTh IE€PCOHAIBHBIX MJAHHBIX HpPU HX
00paboTke B MHPOPMAITMOHHBIX CUCTEMAX MEPCOHAITBHBIX JTaHHBIX.

bBuomerpnyeckne  mepcoHaJIbHbIe  JaHHbIE -  CBEICHMS, KOTOPBIE  XapaKTEpU3YIOT
¢u3nonornueckue OCOOCHHOCTH YeNIOBEKa M Ha OCHOBE KOTOPBIX MOYKHO YCTAHOBHTH €IO JIMYHOCTb,
BKJIfO4as hoTorpaduu, oTIeyaTky NajibleB, 00pa3 CeTYaTKH IJ1a3a, 0COOEHHOCTH CTPOCHUS Tea U APYTYIO
moA00HYI0 HH(OPMAITHIO.

BiiokupoBaHNe NMepPCcOHAJBHBIX JaHHBIX - BPEMEHHOE IpeKpalleHue coopa, cucreMaTHh3aluy,
HAKOIUIEHHUS, UCII0JIb30BaHUs, pPACIIPOCTPAHEHUS, IEPCOHAIIBHBIX JAHHBIX, B TOM YHCJIE UX MIEpPEIadH.

Bupyc (koMIbIOTEepHBIH, MPOrpaMMHBIN) - UCIHOJHIEMBIM MPOrpaMMHBIN KO WU
UHTEPIPETUPYEMbI  HAO0Op  MHCTPYKLUI, oOnajgarouuii  CBOMCTBAMM  HECAHKIIMOHUPOBAHHOTO
pacrpocTpaHeHHss U camoBociipou3BeeHus. Co3aHHble AyOJMKaThl KOMIBIOTEPHOIO BHpYyca HE BCerna
COBMAJAIOT C OPUTMHAJIOM, HO COXPAHSIOT CIOCOOHOCTh K JalbHEWIIEMY pacHpOCTPaHEHHUIO U
CaMOBOCIIPOU3BENICHUIO.

BpenonocHas  mporpamMmma - [porpaMma, —I[peAHa3Hau€HHas Uil  OCYILECTBICHUS
HECAHKIIMOHMPOBAHHOIO JOCTyNna M (WJIM) BO3JEHCTBHS Ha NEPCOHAJbHbIE JaHHBbIE WIH PECYpPCHI
MH(POPMALIMOHHON CUCTEMBI IEPCOHATBHBIX JJAHHBIX.

BcenomorareabHble TEXHHYECKHE CPeACTBA U CHCTEMbI - TEXHUYECKHE CPEJCTBA U CUCTEMBI, HE
NpelHa3HauYeHHble A1 nepenaud, oOpabOTKM M XpaHEHMs MEePCOHAIbHBIX JIAaHHBIX, YCTaHaBIIMBAEMbIE
COBMECTHO C TEXHUYECKMMHU CPEJICTBAMM M CHCTEMaMH, NpeIHa3HaueHHBIMU 11 00pabOoTKH NEPCOHANBHBIX
JAHHBIX WJIN B TOMEILEHUAX, B KOTOPHIX YCTAHOBJIEHBI HHPOPMAIIMIOHHBIE CHCTEMbI IEPCOHAJIBHBIX TaHHBIX.

JlocTyn B OnmepanuoOHHYI0 CpeAy KOMNbIOTepa (MHPOPMANMOHHON CHCTEMBbI NEPCOHAIbHBIX
AAHHBIX) - MOJYYEHHE BO3MOXHOCTH 3allycka Ha BBINOJIHEHHE IITATHBIX KOMaHA, (QYHKIUH, MMpoLexyp
OTEPALMOHHOM CUCTEMBbI (YHUUYTOXKEHHs, KOINUPOBAHHUSA, MEpPEeMELIeHUs U T.I.), HCIOJHAEMBbIX (hailioB
MPUKJIAIHBIX IPOTpamMM.

JlocTyn kK HHGOPMALMHU - BO3MOXXHOCTb NOJTY4YE€HUsI HHPOPMALIUHU U €€ UCIIOIb30BaHHU.

3ak/al0uHOe YCTPOHCTBO - 3JEMEHT CpeICTBa CheMa HH(OPMALMU, CKPBITHO BHEIPSIEMBbIi
(3aKmapIBaeMblil WIM BHOCHMBII) B MeCTa BO3MOKHOIO cheMa MH(OpMaIiK (B TOM YHCIIE B OIpaxIeHHe,
KOHCTPYKIIHIO, 000pyI0BaHUE, IPEeIMEThl HHTEPhEPa, TPAHCIIOPTHBIE CPEICTBA, a TaKkKe B TEXHUYECKHE
CpeZACTBa M CUCTEMbI 00paboTKH HH(pOpMaIH).

3amummaemass uHdopmauusa - uHboOpMalus, SBISIOWIASACS MPEIMETOM COOCTBEHHOCTH U
noJyIeXxaniasi 3alUuTe B COOTBETCTBUM C TPeOOBAHUSMHU IPABOBBIX JTOKYMEHTOB WJIHM TpPeOOBaHHUIMH,
YCTaHaBIIMBAEMbBIMH COOCTBEHHHKOM MH(OpMAIIUH.

NaenTndukanus - npucBoeHHe CyObeKTaM M O00bEeKTaM JocTyna HAeHTH(duKaTtopa U (WIN)
CpaBHEHHUE MPEIbABISIEMOr0 UIEHTU(PUKATOPA C IEPEUHEM TPUCBOECHHBIX UACHTU(PUKATOPOB.

NudopmaTuBHBIi CHUTHAJ - DJIEKTPUYECKHE CUTHAJBI, aKyCTHYECKHE, DJIEKTPO-MarHUTHBIE U
npyrue (Qusmyeckue Mojs, MO MapamMerpaM KOTOpPBIX MOET OBITh pacKpbiTa KOH(UIEHIMAIbHAS
uHpopmanus (mepcoHalbHbIe JaHHBIE) oOpabaThiBaeMas B MH(OPMAIIMOHHONH CHCTEME MEpCOHATBHBIX
JAHHBIX.

HNudpopmanuonnas cucrema nepcoHaabHbIX JaHHbIX (UCIIIH) - uHpOpMaLMOHHAs CUCTEMA,
IPEJCTaBIIAIOIIAs COO0H COBOKYIHOCTbh MEPCOHAIBHBIX AAHHBIX, COAEPKALIMXCSA B 0a3e JaHHBIX, a TaKKe
MH(POPMALIMOHHBIX TEXHOJIOTHHA M TEXHUYECKUX CPEJCTB, MO3BOJISIOMINX OCYIIECTBISATH 00pAOOTKY TaKHX
NEPCOHAJBHBIX JIAHHBIX C MCIIOJIB30BAaHUEM CPEACTB ABTOMATHU3AaLUMU WIM 0O€3 HCIOJIb30BaHMS TAaKHX
CPEICTB.

NudopManMoHHbIe TEXHOJOTHH - TIPOIIECCH, METOIBI MOMCKA, cOopa, XpaHEHUs, 00pabOTKH,



MPEIOCTABIICHUS, PACHpPOCTpaHEeHUs WHGOPMAIMM M CHOCOOBI OCYIIECTBICHHS TaKHX HPOIECCOB U
METOJI0B.

Hcnonb3oBanue nmepcoHAJbHBIX JAHHBIX - JEHCTBUS (Omepaliu) ¢ MepcoHaIbHBIMU JaHHBIMH,
COBEpIIAEMbIE OTIEPATOPOM B LEJSAX MPUHATHUS PEIICHUH WM COBEPIICHHS MHBIX JEHCTBUM, MOPOKAAIOLIIX
IOPUANYECKHE TOCIEICTBUS B OTHOUICHUH CYObEKTa MEePCOHANbHBIX JAHHBIX WM JIPYTUX JIUI JTUOO UHBIM
00pa3oM 3aTparMBaroLIMX MpaBa U CBOOOIbI CyObEKTa NEPCOHATBHBIX JAHHBIX UM JPYTUX JIHII.

HcTouHuK yrpo3bl 6e30macHOCTH HHGOPMAIUH - CYyOBEKT J0CTYIA, MAaTEPHAIBHBIA O0OBEKT HIIH
¢busnveckoe ABICHHE, SBISIOMUECS IPHUYUHON BOSHUKHOBEHHS YTPO3bl 0€3011acHOCTH UH(OPMAIIHH.

KonTposmnpyemasi 30Ha - MpOCTPaHCTBO (TEPPUTOpHS, 3/1aHUE, YacThb 3[aHUS, MOMEIIEHUE), B
KOTOPOM HCKJIIOYEHO HEKOHTPOJIHMpyeMoe MpeObIlBaHHE IOCTOPOHHUX JUI, a TaKXe TPAaHCIOPTHBIX,
TEXHUYECKHUX ¥ MHBIX MaTEPUATbHBIX CPE/CTB.

KonduaeHunaibHOCTh MEPCOHAIBHBIX JAHHBIX - 00s13aTENIbHOE AJIs COOJIOCHHS OIepaTopoM
WIM WHBIM TOMYYUBIIMM JIOCTYIl K IEPCOHAJIBHBIM JAaHHBIM JHUIIOM TpeOOBaHUE HE JOMYCKATh HX
pacnpocTtpaHeHue 0e3 corjacus CyObeKTa MEPCOHANbHBIX JAHHBIX WM HaJU4Usg HHOTO 3aKOHHOTO
OCHOBAHUS.

Me:kceTeBoil IKpaH - JIOKalIbHOE (OJHOKOMIIOHEHTHOE) WU (HYHKIMOHATHLHOPACIPEIEICHHOE
IporpaMMHOE  (IPOrpaMMHO-aIIIapaTHOE) CPEICTBO  (KOMIUIEKC), pealu3yrollee KOHTPOJIb  3a
uH(popMalrel, mocTynarIiei B MHOOPMALMOHHYIO CUCTEMY MEPCOHATIBHBIX JaHHBIX U (MJIM) BBIXOASIIEH
13 HHPOPMALIMOHHON CUCTEMBI.

Hapymmreas 0e30MacHOCTH MEPCOHAJBHBIX JAAHHBIX - (U3WYECKOE IUI0, CIy4yallHO WU
IIpEeIHAMEPEHHO COBEpIIAIONIEe JEHUCTBUSA, CIEACTBUEM KOTOPBIX SBISETCS HapylleHue O0e30IacHOCTH
MEPCOHANBHBIX JIAaHHBIX NPHU UX 00pabOTKEe TEXHUYECKUMHU CPEICTBaMU B MH(OPMAIMOHHBIX CHUCTEMax
MEPCOHAIBHBIX JTAHHBIX.

HeaBTomMaTu3upoBanHass 00pad0TKa MNEePCOHATBbHBIX [JAHHBIX - 00pabOTKa MEePCOHATBHBIX
TAHHBIX, COJAEpPXAIIUXCs B MH()OPMAIIMOHHOW CHUCTEME IMEPCOHAIBHBIX JAHHBIX JHOO HM3BJICYCHHBIX U3
TaKOW CHUCTEMBI, CUYUTAETCS OCYIIECTBIEHHOW ©0€3 UCHONIb30BaHUS CPEACTB  aBTOMAaTH3AlUU
(HeaBTOMAaTH3MPOBAHHOM), €CIIM TaKHe IEHCTBUS C TEPCOHAIBHBIMU JaHHBIMH, KaK HCIIOJb30BaHHE,
yTOYHEHHE, PACIIPOCTPaHEHNE, YHUUTOKEHUE MIEPCOHATBLHBIX JAaHHBIX B OTHOIIEHUHU KaXk/I0TO U3 CYyOBEKTOB
MEPCOHANBHBIX JTAHHBIX, OCYLIECTBIIAIOTCS PU HETMIOCPEICTBEHHOM Y4aCTUH YEJIOBEKa.

HenexnapupoBanHble  BO3MOMKHOCTM -  (QYHKIMOHaJbHBIE  BO3MOXXHOCTH  CpEICTB
BBIYHCITUTEIILHON TEXHUKH, HEe ONMMMCAHHBIC WM HE COOTBETCTBYIONINE ONMUCAHHBIM B JOKYMEHTAIUH, TIPH
MCIOJIb30BaHUU KOTOPBIX BO3MOXKHO HapylieHHe KOH(PHUACHIUATHLHOCTH, JOCTYITHOCTH WU LEIOCTHOCTH
oOpaOaTeiBaeMOl MHGOpMAIUH.

HecanKunoHupoBaHHBIN 10CTYN (HECAHKIIMOHUPOBAHHBIE JelCTBHUS) - JOCTYI K HHGOpMAIIUU
WIK JAEeUCTBUS C¢ MHpOpMaIell, Hapyllalolye MpaBWiia pa3rpaHUyeHHs] JOCTYyNa C HMCMIOJIb30BaHUEM
IITaTHBIX CPEJICTB, MPEJOCTABIAEMBIX HH(POPMAIITMOHHBIMHU CUCTEMaMH MEPCOHATBHBIX JIaHHBIX.

Hocurean nndgopmauuu - puznyecKoe JIMIO WK MaTepualbHbI 00bEKT, B TOM Uncie (U3nIecKoe
nojie, B KOTOPOM HH(OpPMaLUsi HAXOAUT CBOE OTPaXCHHWE B BHJIE CHUMBOJIOB, 00pa3oB, CUTHAJIOB,
TEXHUYECKHUX PEIICHUH U MPOIECCOB, KOJTMYESCTBEHHBIX XapaKTEPUCTUK (PH3UICCKUX BEITHYUNH.

OO0e3InunBaHue MEPCOHAJIBbHBIX JAAHHBIX - JICHCTBHUS, B PE3yJIbTaTe KOTOPHIX HEBO3MOXKHO
OTIPENIENUTH TIPUHAICKHOCTH MTEPCOHAITFHBIX TAHHBIX KOHKPETHOMY CYOBEKTY IepCOHATBHBIX JTAHHBIX.

O0padoTka NEepCOHANbHBIX JAHHBIX - JCHCTBUA (OMEpalMH) C MEePCOHAIbHBIMHU JIaHHBIMU,
BKJIIOYasi CcOOp, CHUCTEMAaTH3aIlfio, HaKOIJIEHWEe, XpaHEeHHWE, YTOuHEeHHE (OOHOBJICHHE, W3MEHEHUE),
UCMOJb30BaHUE, pacIpocTpaHeHue (B TOM 4YHCIE Iepefady), oOe3nuuumBaHue, OJIOKHpOBaHHE,
VHUYTOXKCHUE TIEPCOHATBHBIX JaHHBIX.

OO01menocTynHble MEPCOHANIbHBIE IaHHbIE - TIEPCOHATBHBIC JAHHBIC, TOCTYI HEOTPAHHMYEHHOTO
Kpyra JIMIl K KOTOPBIM IPEIOCTaBIEH C corjiacusl cyObeKkTa MepCOHATbHBIX AAHHBIX WJIM Ha KOTOpHIE B
COOTBETCTBUHM ¢ (efepalbHBIMU  3aKOHAMU HE  paclpocTpaHsercs TpeOoBaHUE  COOIIOACHUS
KOH(PHUACHITNATHHOCTH.

Oneparop (mepcoOHANBHBIX JAHHBIX) - TOCYAAPCTBEHHBIM OpraH, MYyHHUIMIAJIbHBII Opra,
IOpUITYECKOE WK (PU3UUYECKOE JIUII0, OPTaHU3YIOIIEee U (MIJIH ) OCYIIECTBIISIONIEE 00padOTKyY MePCOHATBHBIX
TAHHBIX, & TAKXKE OMPEIEISIFOIINE [ETH U CoJIepKaHne 00paOOTKHU MEPCOHATBHBIX TaHHBIX.

Texnuuyeckue cpeacTBa HHPOPMANUOHHOM CUCTEMbI MEPCOHAIBHBIX JTAHHBIX -



CpeACTBA BBIYMCIUTEIbHON TEXHUKH, MH()OPMAIIMOHHO-BBIUNCIIUTENIbHBIE KOMIIJIEKCHI U CETH, CPEICTBA U
cHCTeMBbl Tepenaud, npuema u obpaborku [1/IH (cpeacTBa M CHCTEMBI 3BYKO3alMCH, 3BYKOYCHUJICHUS,
3BYKOBOCIIPDOM3BEICHUS, IIEPErOBOPHBIE U TEJIEBU3MOHHBIE YCTPOICTBA, CpEACTBA HM3TOTOBJIECHHUS,
TUPKUPOBAHUS JOKYMEHTOB U JIPYrHe TEXHUYECKHE CPECTBA 00pabOTKH pedeBoi, rpaduyeckoit, BUaeo-
u OykBeHHO-UM(POBOW HH(pOpPMAIMK), NPOTrPaMMHBIE CpPEICTBA (ONEPALlMOHHBIE CHUCTEMbI, CHCTEMBI
ympasieHus: 6a3amMu JTaHHBIX | T.I1.), CPEACTBA 3aIUTHI HH(GOPMAIMU, TPUMEHsIeMble B MH(POPMALIMOHHBIX
cucremMax.

IlepexBat (MHoOpMauMM) - HEMPaBOMEPHOE IMOJIydeHHE HMH(OPMAIMH C HCIOJIb30BAHUEM
TEXHUYECKOI'O CpEACTBA, OCYILECTBIAIOLIEr0 OOHAapyXeHue, NpueM M 00paboTKy HH(OPMATUBHBIX
CUTHAJIOB.

IlepconanbHble AaHHbIe - Jr00as HWHPOPMAIUSA, OTHOCSIIASACS K OINPENEICHHOMY WIIH
OIlpe/esIIEMOMY Ha OCHOBAaHMM Takol HHpopManuu ¢usudyeckomy auLy (CyOBEKTy INepCOHAIbHBIX
JAHHBIX ), B TOM YHUCJIE €ro (haMuIns, UMsi, 0OTIYECTBO, TOJI, MECSIIL, 1aTa M MECTO POXKIICHUS, aJipec, CeMeHoe,
COLIMAJIbHOE, UMYILIECTBEHHOE I10JI0’KEHHE, 00pa3oBaHue, Ipodeccus, 10X0/bl, Ipyras nHpopMaLus.

Ilo0o4HbIe 3JIEKTPOMATHUTHBIE H3JIYyYeHUS] M HABOAKH - JJIEKTPOMAarHUTHBIE H3ITy4YEHUS
TEXHUYECKUX CPeICTB 00pabOTKM 3amuiaeMoil nHpopMalnuy, BO3ZHUKAIOIIME KaK M0OOYHOE sSBIICHUE U
BBI3BAHHBIE AJIEKTPHUECKUMH CHUTHAJIAMH, ACUCTBYIONIMMH B MX JJIEKTPHYECKUX M MArHUTHBIX IIETAX, a
TaKXe 3JIEKTPOMAarHUTHbIE HABOJAKHM 3THX CUTHAJOB HAa TOKOMPOBOSAIIME JIMHUM, KOHCTPYKLHUHM U IENH
MTUTAHUS.

IMouTHKA «YMCTOr0 CTOJIA» - KOMIUIEKC OPraHM3allMOHHBIX MEpPONPHUATUH, KOHTPOIUPYIOIINUX
OTCYTCTBHE 3aIIUChIBAHMSI HA OyMa)KHbIE HOCUTENH KJIK04Yel U aTpuOyTOB JlocTyna (aposieil) U XpaHeHHs uX
BOJIM3U OOBEKTOB JIOCTYIIA.

IHosb30BaTes b HHPOPMALMOHHON CHCTEMBbI NMEPCOHAJTBHBIX JAHHBIX - JIMIO, YYaCTBYIOIIEE B
(GYHKLIMOHUPOBAHUHN UH(OPMAIIMOHHON CUCTEMBI IEPCOHATIBHBIX JAHHBIX WM HCIIOJIb3YIOIEEe Pe3yIbTaThl
ee QYHKIHMOHUPOBAHUSI.

IIpaBuiia pasrpaHn4yeHusi A0CTYIA - COBOKYIHOCTb ITPABUJI, PETIIaMEHTHPYIOLIUX MIPpaBa J0CTyma
CyOBEKTOB JIOCTYIA K 00BEKTaM JIOCTYTIA.

IIporpamMmHuas 3akjaaka - KOJ MpOrpaMMbl, IpeTHAMEPEHHO BHECEHHBIN B POTpaMMy C LIEIbI0
OCYIIIECTBUTh YTE€UYKY, H3MEHHUTH, OJOKHPOBATh, YHUYTOXUTh HWHQPOPMALWIO WM YHUYTOXKUTH U
MOJU(UIMPOBATE IPOrpaMMHOE oOecrieueHre HHPOPMALMOHHOM CHCTEMBI TEPCOHANIBHBIX JJAHHBIX U (WJIH)
OJIOKMPOBATh anmnapaTHbIE CPEICTBA.

IIporpamMHoOe (MPOrpaMMHO-MAaTeMaTH4YeCKOe) BO3JCHCTBHE - HECAaHKIMOHHPOBAHHOE
BO3JICHICTBHE HA pECypchl aBTOMAaTHU3UPOBAHHOM HWH(POPMAIMOHHON CHCTEMBI, OCYIIECTBISIEMOE C
MCMOJIb30BAHUEM BPEIOHOCHBIX MTPOrPaMM.

PaCKprTHe MEPCOHATBHBIX JAHHbIX - YMBIIIJICHHOC NI cnyqal?moe HapyumcHue
KOH(l)I/I)IeHI_II/IaJ'ILHOCTI/I MNEPCOHAJIbHBIX NaHHBIX.
PaCHI)OCTpaHeHI/[e MNEPCOHAJTBHBIX JAHHBIX - )IGfICTBI/ISI, HaIllpaBJICHHLIC Ha Mepcaady

MEPCOHANIBHBIX JIAHHBIX OIPEACICHHOMY Kpyry Juil (mepeiada NEepCOHANbHBIX JIaHHBIX) WM Ha
03HAKOMJICHHE C TIEPCOHATBHBIMHU JAaHHBIMH HEOTPAHWYEHHOTO KpyTa JIWIl, B TOM YHCJIE OOHapOJOBaHUE
MEePCOHAIIBHBIX JTAHHBIX B CpelcTBax MaccoBOM uH(popMaIuy, pa3MelleHne B
MH(POPMAITMOHHO-TEIEKOMMYHUKAITMOHHBIX CETSIX WIIM TTPEIOCTABIIEHNE TOCTYIA K IEPCOHATBHBIM JIAaHHBIM
KaKUM-JTHOO UHBIM CITIOCOOOM.

Pecypc ungopmMaumoHHOH CHCTEMbI - UMEHOBAHHBIN 3JIEMEHT CHCTEMHOTO, MPUKIAJAHOTO WA
anmapaTHOro obecreyeHus PyHKIIMOHUPOBAHUS NHPOPMAITMOHHON CHCTEMBI.

CrnenuajbHble KATErOpuM MNEPCOHAJBHBIX JAHHBIX - TIEPCOHAJBHBIC JaHHBIC, KacaroITUECs
pacoBoi, HAIMOHATBHOW MPUHAAIEIKHOCTH, MOTUTHUYECKUX B3TJSAOB, PEIUTHO3HBIX WIH (PHIOCO(CKHUX
yOCXKICHH, COCTOSTHUS 3/TOPOBbSI 1 HHTUMHOM JKU3HU CYOBEKTa MEPCOHATBHBIX JTAHHBIX.

CpeacTBa BHIYHCIUTEIBHON TEXHUKH - COBOKYITHOCTh TPOTPAMMHBIX U TEXHUYECKUX 3JIEMEHTOB
cUCTEM O0pabOTKH JaHHBIX, CMOCOOHBIX (PYHKIIMOHHUPOBATH CAMOCTOSITEIBHO HJIM B COCTaBE IPYTrHX
CHCTEM.

Cy0bekT mocryna (cy0ObeKT) - JUIO WIM MPOLEcC, AECUCTBUSA KOTOPOTO PErIaMEHTUPYIOTCS
MpaBUJIaMU Pa3rpaHUuEHUs JOCTYIIA.

TexHnuyeckuii KaHaJ yTeUYKd MH(OPMALMHU - COBOKYITHOCTh HOCUTENsI MH(popManuu (CpeacTa



00paboTKu), (HU3UYECKON Cpenpl pacmpocTpaHeHus WH(OOPMATUBHOTO CHUTHAjJa W CPEJICTB, KOTOPHIMHU
J00BIBAeTCA 3aluiaemMas nHpopMalus.

TpancrpannyHasi mepegadya NepPCOHAJBHBIX JAAHHBIX - [epeladya MEepPCOHANbHBIX JaHHBIX
onepaTtopoM uepe3 ['ocynapcTtBeHHyro rpanuny Poccuiickoit @enepauuu opraHy BJIacTH MHOCTPAHHOTO
rocy1apcTBa, (pU3n4ecKoMy WU IOPUIANYECKOMY JHIy HHOCTPAHHOT'O TOCY1apCTBa.

Yrpo3sl 0€30MacCHOCTH MEPCOHAJIBHBIX JAHHBIX - COBOKYIMHOCTH YCIOBHH # (aKTOPOB,
CO3/IAI0IIMX ONAaCHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHCIE CIy4allHOrO, JOCTYIa K MEPCOHAIBHBIM
JaHHBIM, PE3yJIbTATOM KOTOPOTO MOXET CTaTh YHUYTOXCHHE, U3MEHEHHE, OJIOKHPOBAHUE, KOMUPOBAHUE,
pacnpocTpaHEeHHE NEPCOHAIBHBIX JIAHHBIX, a TaKXKe HHBIX HECAHKIMOHWPOBAHHBIX NEHCTBUH MpPH HX
00paboTke B MHGOPMAITMOHHOM CHCTEME IIEPCOHANIBHBIX JaHHbBIX.

YHUUYTOXKEHHE TEePCOHAJBbHBIX [AHHBIX - JICHCTBUS, B peE3yJlbTaTe KOTOPHIX HEBO3MOXKHO
BOCCTAaHOBUTH COJIEP)KaHUE MEPCOHATBHBIX JaHHBIX B HH(GOPMAIMOHHON CHCTEME MEePCOHANTBHBIX JaHHBIX
WM B PE3YJIbTATe KOTOPBIX YHUUTOXKAIOTCS MaTEPHATIbHBIC HOCUTEIU MIEPCOHATBHBIX TaHHBIX.

YTeuka (3amuinaemMoii) HHGOPMANUHM 1O TEXHMYECKHMM KAHAJIAM - HEKOHTPOJIHPYEMOE
pacmipocTpaHeHue HHPOPMAIIMK OT HOCHUTEINS 3allyiiacMod MHGOpMAIUU depe3 (GU3HUYECKYIO CPedy OO
TEXHUYECKOT0 CPEJICTBA, OCYLIECTBIIAIONIETO MepexBaT nHGOpMaInu.

YA3BUMOCTB - CIIAa0OCTh B CPEICTBAX 3AlIUTHI, KOTOPYIO MOXKHO HCIIOJIB30BATh JJISl HAPYIICHHS
CHCTEMBI WU CoJIeprKalleiics: B Hel nH(popMaluu.

HenocTHoCT, HH@OpMAUIMH - CIOCOOHOCTH CpPEIACTBA BBIUMCIUTEIBHOM TEXHHKH WIIU
aBTOMATHU3HPOBAHHOW CUCTEMbI O0ECIIEUNBATh HEU3MEHHOCTh HH(OPMALIUY B YCTIOBUSX CIYYaiHOTO W/WIIH
peIHAMEPEHHOTO UCKaXEeHHS (pa3py

O0o3HaYeHNs U COKPAlleHHs

ABC - aHTUBUDPYCHBIE CPENICTBA

APM - aBTOMaTH3HMpOBaHHOE paboyee MecTo

BTCC - BcnoMoraresbHble TEXHUYECKUE CPEACTBA U CUCTEMBI
NCTIdn - unpopManinoHHas cucTeMa MePCOHAIbHBIX JTAHHBIX

K3 - koHTpONIMpYEMas 30Ha

JIBC - nokanpHasi BEIYUCIUTEIbHAS CETh

HCJI - HecaHKIIMOHUPOBAHHBIN JOCTYII

OC - onepainrioHHas cucTeMa

I1/Tx - mepcoHanbHbIE JaHHBIE

[IMB - nporpaMMHO-MaTEMaTUYECKOE BO3/IEHCTBUE

1O - nporpamMMHoe o0ecrieueHue

[IOMMUH - no6ouHbIe 51eKTpOMarHuTHbIE N3ydeHus: U HaBoku CA3 - cucremMa aHalu3a 3alUIIeHHOCTH
C3MU - cpencTBa 3amiuThl THPOPMALIUU

C3I1H - cucteMa (moacucTeMa) 3aliThl IEPCOHATBHBIX JaHHBIX
COB - cuctema oOHapy>Ke€HUS BTOPKEHUN

TKY U - Texunueckue KaHaibl yTeUKu HHGOpMaIuu

VYBII/IH - yrpo3b1 6€30MacHOCTH MEPCOHATBHBIX TAHHBIX



Beenenue

Hacrosimas Konnenuus omnpenensieT OCHOBHBIE LETM M 3a7ayd, a Takke OOILIYI0 CTpaTeruio
MMOCTPOCHUS CHCTEMbI 3amuThl nepcoHanbHbIX gaHHbIX (C3I1Jn) MBOY COII Ne 1 c.I'paboBo (manee
yapexnenue). KoHmenmus onpenenseT OCHOBHbIC TpeOOBaHUs 1 0a30BbIe MOAXO/IbI K UX Peau3aliuu, s
JOCTUXKEHHS TPeOyeMOro ypoBHs 0€30MacHOCTH UH(POpPMAILIUH.

Konmenuust pa3paboraHa B COOTBETCTBHM C CHCTEMHBIM IOJXOJOM K 00€CHeueHUIo
uHpopmanroHHod Oe3zomacHocTd. CHCTEMHBIM MOAXOA MpeanojiaraeT IpOBEIeHUE KOMILIeKca
MEpPONPUATHIA, BKJIIOYAIOUINX HCCIEN0BaHUE Yrpo3 HMH(OpManMoHHONH Oe30macHOCTH U pa3paboTKy
cucteMbl 3amuThl [1J{H, ¢ MO3UIMKM KOMIUIEKCHOTO MPUMEHEHHSI TEXHHUYECKUX U OPraHU3alMOHHBIX MEp U
CPEICTB 3alIUTHI.

[Ton napopmanmonnoit 6e3onacuocTeio 11/[H mOHUMaeTCs 3aMIEHHOCTD MTEPCOHAIBHBIX JTaHHBIX
u oOpabaTeiBaromieid X HHPPACTPYKTYpPbl OT JIOOBIX CIy4ailHBIX WJIM 3JIOHAMEPEHHBIX BO3JIEHCTBUH,
pe3yJabTaTOM KOTOPBIX MOJXET SBUThCA HaHECeHHWe ymepOa camoil uHopManuu, €€ BiaeNblam
(cyobektam [1/lH) wmm wundpactpykType. 3amaud WHGOPMALMOHHOW O€30MaCHOCTH CBOASTCS K
MUHUMU3ALKH yiiepoa OT BO3MOXHOU peanu3anuu yrpo3 6e3onacHoctu [1J1H, a Takke K IPOrHO3UPOBAHUIO
U IPEOTBPAIICHUIO TAKKX BO3JCHCTBUIA.

Konnenmust cmyXuT 0CHOBOH JUIsl pa3paOOTKM KOMIUIEKCAa OPTaHU3AlMOHHBIX U TEXHUYECKUX MEp
o obecrieueHr0 NHGOPMAITMOHHON O€30MaCHOCTH YUPEKICHHS, @ TAKKE HOPMATUBHBIX U METOIUUECKUX
JOKYMEHTOB, 00ECTICUMBAIOIINX €€ PeaTH3allHIo, U HE MPeIoaracT moMeHbl (PyHKINI rocyaapCTBEHHBIX
opranoB Bnactu Poccuiickoit denepannu, oTBeyaronmx 3a odecrneyeHne 6e30mnacHocTd HHGHOPMaIIMOHHBIX
TEXHOJIOTUH U 3aIUTy HH()OPMALIHH.

Konnenus sBiaseTcst METOI0I0OTMUECKON OCHOBOM JIA:

- (opMHUpOBaHUS Y IPOBEICHUSI €IMHOM MOTUTUKH B 00s1acTu obecrieuenus 6ezonacuoctu [1/1n B UCIIqn
YUPEKICHUS;

- IPUHATHS YOPABIECHYECKUX PEHICHUH U pa3pabOTKU MPAKTUYECKHMX MEp IO BOILUIOLIEHUIO IMOJIUTUKU
6esonmacHocty IIJlH u BBIpaOOTKM KOMIUIEKCA COIJIACOBAaHHBIX M€p HOPMAaTHBHOIIPABOBOIO,
TEXHOJIOTUYECKOTO0 M OpPraHM3al[MOHHO-TEXHUYECKOIO XapakTepa, HalpaBICHHbIX Ha BbISBICHHE,
OTpa)kKeHHE U JIMKBUAAIIMIO MOCIEICTBUN peanu3alii pa3TuvHbIX BUI0B yrpo3 [1/1H;

- KOOpJIMHAIUHU JEATENIbHOCTH CTPYKTYPHBIX MOApPA3/IEICHUN yUpeKIeHHs] MpH HPOBEJEHUH padoT Mo
pazBuTHiO U 3Kkcrutyatanuu UCIIH ¢ cobmoaennem TpeboBanuii obecniedenus 6e3onacuoctu I1/1H;

- pa3paboTKH NPEUIOKEHUH MO COBEPLUICHCTBOBAHUIO IPABOBOIO, HOPMATHBHOIO, METOAMYECKOTO,
TEXHUYECKOIo M opraHuzanuonHoro odecneuenus 6esonacHocty [1/1n B UCIIIH yupexaenus.

[IpaBoBoii 0a3oii ans pazpaboTku Hacrosuied Konuenmuu ciayxar TpeOoBaHUS JEHCTBYIOIIUX B
Poccun 3akoHOJaTENbHBIX U HOPMATHUBHBIX JOKYMEHTOB IO 00ECHEYeHHI0 0€30MacHOCTH MEePCOHATbHBIX
nanHbIx (I11H).

1. O6umme moJoxxkeHust

Hacrosmas KoHuemnuus ompenensieT OCHOBHBIE II€NIM M 3aJaud, a TaKXke OOIIYI0 CTpPaTEeruio
MIOCTPOCHUS CUCTEMBI 3amuThl nepcoHanbHbIX AaHHBIX (C3I[1[Jn) MBOY COII Ne 1 c.I'paboBo (manee
yupexieHnue), B coorserctuu ¢ nepeunem UCIIJIH.

Konnenuust onpenensier OCHOBHble TpeOoBaHMA M 0a30Bble MOAXOIAbl K UX peaM3aluu, I
JOCTIKEHHS TpeOyeMoro ypoBHs 6€301macHOCTH HH(POPMAIIHH.

C3I1/I1 mpencraBisieT cOO0H COBOKYMHOCTh OPIaHU3AIMOHHBIX U TEXHUYECKUX MEPONPUATHH A
3amuThl [I/lH OT HempaBOMEpHOTro WWJIM CIy4alHOro JOCTylna K HHM, YHMYTOKEHHUS, W3MEHEHUS,
OJIOKMPOBaHUS, KOMUPOBaHUS, pactpocTpaneHus [1J[H, a Tak:ke HHBIX HEMPABOMEPHBIX JCHCTBHI C HUMHU.

be3onacHOCTh MEepCOHANBHBIX JAHHBIX JOCTUTAETCS MYyTEM UCKIIOYEHHS HECAaHKIIMOHUPOBAHHOTO, B
TOM YHCJIE CIIy4allHOTO, JOCTyNa K IEPCOHAJBHBIM JaHHBIM, PE3YyJIbTaTOM KOTOPOTO MOXKET CTaTh
YHUUYTOKEHUE, W3MEHEHHe, OJIOKHpPOBaHME, KOIHMPOBAHME, PAcIpOCTPAHEHHE NEPCOHAIbHBIX JaHHBIX, a
TaK)Ke UHBIX HECAHKIIMOHUPOBAHHBIX JACHCTBUM.

Crtpykrypa, coctaB u ocHoBHble ¢yHKuMu C3II/IH ompenemstorcs ucxons u3 kimacca MCII/H.
C3I1/I1 BKIIIOYAaET OpraHMU3alMOHHBIE MEPbl M TEXHUYECKUE CPEACTBA 3alUThl HHpOpMaUU (B TOM YHCIe
mudpoBabHbIe (KpuUnTorpadUuecKkue) CpeacTBa, CPeACTBA MPEIOTBPAIICHHUS HECAHKIIMOHUPOBAHHOTO
JOCTyMa, YTEYKH WH(GOPMAIMU MO0 TEXHUYECKUM KaHallaM, MPOrpaMMHO-TEXHUYECKHX BO3JICHUCTBUN Ha
TeXHU4YecKue cpeacrBa ooOpadotku I[I/[H), a Takke wucmosb3yemple B HWHGOPMAIMOHHOW CHCTEME



nH(OPMAaLIMOHHBIE TEXHOJIOTHH.
OTH MephI MPU3BAHBI 00ECTICUNTH:
- KOH(QUIEHIHAIBHOCTH HH(OPMALIUY (3aIUTa OT HECAHKLIMOHUPOBAHHOTO 03HAKOMIICHHUS);

- LeJOCTHOCTb HH(pOpMAIHH (aKTyaJIbHOCTb U HEPOTUBOPEUNBOCTh MH(POPMAINH, €€ 3alUIIIEHHOCTh OT
paspyuieHus 1 HeCAHKLIMOHUPOBAHHOTO U3MEHEHHS);

- AOCTYmHOCTH HH(pOpManuu (BO3MOXKHOCTH 32 IpHEMIIEMOE BpeMs IMOIY4YUTh Tpedyemyro
WH()OPMAIIMOHHYIO YCIIYTY).

Craguu cozmanus C3I1IH BKIIOYAOT:

- TpeNnpoeKTHAas CTagus, BKIOUYalomas mnpeanpoektHoe oobcnenoBanne WCII[IH, pa3paboTky
TEXHUYECKOro 3aaHus Ha npoekrupoBanue C3I1/1x;

- craaus npoektupoBanus u peanusanun MCIIIH, Bkmtovaromas paspadotky C3I1In B coctae UCII/IH;
- cranua BBojna B jaeictBue C3IIJIH, BKiIIOUaromias OMBITHYIO JKCIUTyaTallMI0 U MPHUEMO-CIATOYHbIC
UCIBITaHUS CPEACTB 3allluThl MHpopManuu, a Takxke oueHky coorBerctBus MCII[IH TpeGoBaHusIM
6e30macHOCTH HHPOPMALIUH.

OpraHuzallioOHHBIE MeEpbl MPEAYCMATPUBAIOT CO3/JaHHE U TOJAEpKaHUE MPABOBON 0a3bl
oesomacuoctn  IIJlH u pa3paboTky (BBeACHHWE B JICHCTBHE) NPEIyCMOTPECHHBIX llomuTHKOM
MH(OPMALIMOHHONW  OE30MAaCHOCTH  YYPEXKIEHHUS CIEIYIOIIMX  OpPraHU3alOHHO-PACIOPSIUTEbHBIX
JIOKYMEHTOB:

- Ilnan meponpusrtuii no obecredennto 3amuthl [1J{n npu ux o6padorke B UCIIH;

- [lnan MeponpuaTHii 0 KOHTPOIIO obecniedeHus 3amuThl [1/1H;

- Tlopsnok pe3epBupoBanus 1 BocctaHoBieHus: padborocrocoonoctu TC u I10, 6a3 nanubix u C3U;

- JlomxHoctHast uHCTpyKIus aqmuuuctpaTopa UCIIIn B uactu obecnieuenus: 6ezonacuoctu [11x mpu ux
obpabotke B UCII/H;

- JlomkHOCTHas MHCTPYKIUs aaMuHKHCTpaTopa 6ezonacHoctu UCIIH;

- JlomxHoctHast uHCTpyKIus nonb3oBatenss UCIIIn B yactu obecnieuenusi 6e3onacHoctu [1/In mpu ux
obpabotke B UCII/H;

- HWHcTpyKuus Ha ciiydail BOSBHUKHOBEHUS BHEIITATHON CUTYallHH;

TexHuueckue Mepbl 3allUThl PEATU3YIOTCS MPU IMOMOIIM COOTBETCTBYIOLIMX IPOrpPaMMHO-
TEXHUYECKUX CPEJICTB U METOJIOB 3aIUTHI.

[Tepeuens HEOOXOIMMBIX MEp 3aLUTHI HHPOPMAIIIH onipeaensieTcs mo pesyabratam ayauta UCIIn
YUPEKICHUS.

2. 3amaun C3I11n

OcnoBuo#t nenpto C3IIH siBAsieTcss MUHUMHU3AIUS yiiepda OT BO3MOXKHOW peayiu3alluu yrpo3
oe3onacHoctH [1]IH.

Jns mocTrkennss ocHOBHOM menu cuctema OesormacHoctu I1/{n MCIIJIH nomknaa obOecrnieunBaTh
3¢ dEeKTUBHOE pelIeHUE CIeTyIOIUX 3a/1au:

- 3aIlMTy OT BMemaTenbcTBa B mporecc pynkmuonupoBanus UCIIJIH moctopoHHUX JuI] (BO3MOKHOCTD
ucnonb3oBanust AC 1 JOCTYH K €€ pecypcam JOJIKHBI UMETh TOJIBKO 3apETUCTPUPOBAHHBIE YCTAHOBIIEHHBIM
MOPSAIKOM TOJIb30BaTEIN);

- pa3rpaHMyYEHHE JOCTyNa 3apErUCTPUPOBAHHBIX IIOJIb30BATENEM K amnmaparHbIM, MNPOTPAMMHBIM U
nHpopmanroHHsiM pecypcam MCII/IH (BO3MOXKHOCTH JOCTyMa TOJBKO K TEM pecypcaM U BBIIOJHEHUS
TOJILKO TeX Olepaluii C HUMH, KOTOpble HEOOXOMUMBI KOHKpETHBIM moisb3oBarensm WCII[In mns
BBITIOJTHEHUS CBOMX CITY>K€OHBIX 0053aHHOCTEH ), TO €CTh 3aIUTY OT HECAHKITMOHUPOBAHHOTO JTOCTYTIA:

a) K uHpopmanuu, nupkyaupyromeii B UCII/H;

0) cpencrBaM BeruuciutenbHoi Texauku MCII/H;

B) ammapaTHbBIM, MPOrPAMMHBIM U KPUNITOTPAPUIECKUM CPEICTBAM 3aITUTHI, UCIIOIH3YEMBIM B
NCII/H;

- KOHTPOJb IIEJOCTHOCTH (oOecrieueHne HEU3MEHHOCTH) CpeIbl WCIOJHEHUS TMpPOrpaMM H €€
BOCCTAaHOBJICHUE B CIIy4ae HapyLICHUS;

- 3aIUTY OT HECAaHKIIMOHMPOBAHHON MOJU(PUKAIMKA U KOHTPOJIb LETOCTHOCTH Hcnoiab3yeMbix B UCII/Ix
MIPOTrPaMMHBIX CPEJCTB, a TAKKE 3aLIUTY CUCTEMbI OT BHEAPEHUSI HECAHKIIMOHUPOBAHHBIX MTPOTpamMM;

- 3amuty [1/IH OT yTeuku no TeXHH4ecKuM KaHallaM Ipu ee 00paboTKe, XpaHEHUH U Tiepeade o KaHajaam
CBSI3U;



- samuty [IJIH, Xxpanumoii, oOpabaTpiBaeMOM © TIepelaBacMOMl 1O KaHajlaM CBSI3H, OT
HECAaHKIIMOHUPOBAHHOTO PA3TJIaICHUsS WIH UCKAKECHUS;
- obecrieyeHue >KMBYYECTU KPUNTOrpaQHUUECKUX CPEACTB 3aIlIUTHl MHPOPMAIUU MPU KOMIPOMETAINH
YaCTH KJIFOUEBOM CHCTEMEI;
- CBOEBPEMEHHOE BBISBIEHUE MCTOYHUKOB yrpo3 OeszomacHoctu [I/[H, m0puuMH W  yCIOBHUH,
CHOCOOCTBYIONIMX HaHECeHHI0 ymiepba cyobekram [IJ[H, co3maHume MexaHW3Ma OIEPATUBHOTO
pearupoBaHus Ha yrpo3bl 6e3omnacHoctu [1/IH 1 HeraTuBHbBIE TEHICHIIUY;
- CO3JJaHME YCIOBUH JUIi MUHUMM3AIMU U JIOKAIM3AalMKM HAHOCHMOTO Yyiiepda HempaBOMEpHBIMHU
NeHCTBUAMH (U3MYECKUX U IOPUIUYECKHX JUI], OcjabjeHHWe HEraTUBHOTO BIUSHUS U JIMKBHUIALUS
MocJeICTBHI HapymieHus 6e3onacHoctu [1/]H.
3. OO0beKTHI 3aIUThI
3.1 wuHbOPMAIIMOHHBIX CUCTEM
B yupexnennn mnpowusBoautcs 00paOOTKa MEpPCOHATBHBIX MAHHBIX B WH(POPMAIMOHHBIX CHUCTEMax
[Tepeuenn 0OpaboTku nepcoHanbHbIX AaHHBIX (MCII/IH).
3.2 IlepeueHb 0OBEKTOB 3aITUTHI
OObexkTamMu 3alUTHl SABISIOTCS - uHpopManus, oOpabatbiBaemas B MCII[H, u TexHU4eckue
cpeacTBa ee 00pabOTKH U 3aiMThl. [lepedeHpb nepcoHanbHbIX JaHHBIX, IOUIEKAIIMX 3aLUTE, ONPEIEIICH B
[lepeune nepcoHaNbHBIX AaHHBIX, ToIekanux 3aumTe B ICII. O0beKThI 3a1IUThl BKIIOYAIOT:
1) Oo6pabarbiBaeMasi HHPOPMAIIHSL.
2) Texuonornueckast nHMOPMAIIHSL.
3) IIporpaMMHO-TEXHHUYECKHE CPEACTBA OOPAOOTKH.
4) Cpencrsa 3amuTs! I[1J]H.
5) Kanaisl nHGOPMAIIMOHHOTO 0OMEHA U TEIIEKOMMYHHKAIIHH.
6) OObBeKTHI ¥ MOMEIIEHHS, B KOTOPBIX pa3menieHbl kommoneHTbl CIT/H.
4. Kaaccupukanus noab3oateneid UCIIIn
ITonws3oBarenem MCII/IH sBisieTcs MU0, yyacTByIollee B (YHKIIMOHUPOBAHUHM MH(POPMALIMOHHOM
CHCTEMBI IIEPCOHATbHBIX JAHHBIX WJIN UCIIOJIb3YIOLIEe Pe3ybTaThl ee QyHKIHOHUpoBaHus. [lonb3oBaTenem
NCII[An sBnsercs mo0oi coTpyqHUMK yupexnaeHus, umetoumii noctyn k MCII[IH u ee pecypcam B
COOTBETCTBHUH C YCTAHOBJICHHBIM MOPSAIKOM, B COOTBETCTBUU C €T0 (PYHKIIMOHAIBHBIMU O0S3aHHOCTSIMH.
5. OcHOBHbIE NPUHIUIBI OCTPOEHHS CHCTEMbI KOMILIEKCHOI 3aIMThHI HHGOPMAUNT
[Toctpoenne cucremsl o6ecneuenus Oe3onmacHoctn [I[Iln WCII[In yupexnaeHuss u ee
(GYHKIIMOHUPOBAHWE JOJDKHBI  OCYIIECTBISITECS B COOTBETCTBUU CO  CJIEAYIOIMIMMH OCHOBHBIMH
MIPUHITUTIAMU
- 3aKOHHOCTB;
- CHCTEMHOCTb;
- KOMIUIEKCHOCTb;
- HENpPepbhIBHOCTH;
- CBOEBPEMEHHOCTB;
- MPEEeMCTBEHHOCTb U HENPEPHIBHOCTH COBEPIICHCTBOBAHMUS;
- IEpCOHAJIbHASI OTBETCTBEHHOCTD;
- MHHUMU3AINS TTOTHOMOYHH;
- B3aMMOJEICTBHE U COTPYIHUYECTBO;
- THMOKOCTb CUCTEMBI 3aIUTHI;
- OTKPBITOCTH AITOPUTMOB U MEXAHU3MOB 3aIIUThI;
- MPOCTOTA MPUMEHEHUS CPEJICTB 3ALUTHL;
- Hay4Has 00OCHOBAHHOCTb U TEXHUYECKAs PeaTn3yeMOCTh;
- crenuanu3anus 1 npoheccuoHaIn3M;
- 0053aTeNbHOCTh KOHTPOJISL.

5.1.3aK0HHOCTB

[Ipeamnonaraer ocyuiecTBICHHE 3aIUTHBIX Meponpuatuii u paspaborky C3IIJIH yupexaeHus B
COOTBETCTBHH C ICHCTBYIOLIMM 3aKOHOAATENbCTBOM B 00s1acTH 3auThl [1/IH 1 Apyrux HOpMaTHUBHBIX AKTOB
no 0e30macHOCTH MH(OpPMAINK, YTBEPXKACHHBIX OpraHaMH T'OCYJapCTBEHHOM BIACTH M YNPABICHHUS B
penenax uxX KOMIETEHIUH.



[Tonp3oBatenun u oOcmyxuBatomuid nepconan [[[lx UCII[H yupexneHus [OKHBI OBITH
OCBEZIOMJICHBI O MOPSAIKE pabdOTHI ¢ 3amuIIaeMoi napopmalmedr 1 00 OTBETCTBEHHOCTH 3a 3amuty [1/1H
Cuctemublii moaxoa k nocrpoenuto C3II[IH yupexaeHus mpeamnoiaraeT y4yeT BCEX B3aMMOCBS3aHHBIX,
B3aMMOJICHCTBYIOMIMX U U3MEHSIOMINXCS BO BPEMEHHU 3JIEMEHTOB, YCJIOBUU U (PaKTOPOB, CYHIECTBEHHO
3HAYMMBIX JIJIs IOHUMaHUS U perieHus npooiemsl odecrnieuenus 6e3omacuoctu [1JIn UCITH yupexaeHus.

[Tpu cozmaHuy CHCTEMBI 3aIUTHI TOJKHBI YUUTHIBATHCS BCe cialdble 1 Hanboee ysi3BUMBIE MeCTa
cuctembl 00padotku [1JIH, a Takke xapakTep, BO3MOXKHbIE OOBEKTHl U HAMpPaBICHHUS aTak Ha CUCTEMY CO
CTOpPOHBI ~ HapymuTeneld  (0COOEHHO  BBICOKOKBAIM(UIIMPOBAHHBIX  3JIOYMBIIUIEHHUKOB),  IyTH
MIPOHUKHOBeHUs B pacnpenenennbie cuctembl 1 HCJ[ k undopmaruu. CricreMa 3alIMThI TOJIKHA CTPOUTHCS
C Y4eTOM He TOJBKO BCEX M3BECTHBIX KaHanoB npoHukHoBeHus 1 HCJ] k mHbopMaiuu, HO U C y4yeToM
BO3MOKHOCTH TOSIBJICHUS IPUHIIUITHAIEHO HOBBIX IYTEH peaan3aliui yrpo3 0e301macHOCTH.

5.2. KoMII1€eKCHOCTh

KommuiekcHOe HCIIOJIb30BAHWE METOJOB U CPEACTB  3AIIMUTHl IPEAIOJAraeT COIJacOBAHHOE
MIPUMEHEHUE PA3HOPOAHBIX CPEACTB MPU MOCTPOCHUH LIETOCTHOW CUCTEMBI 3aILUTHI, IEPEKPHIBAIOLIEH BCE
CYLIECTBEHHbIE (3HAUMMbIE) KaHajbl peaiv3allid Yrpo3 M HE CcoJeprKalieid ciadblX MECT Ha CTBIKAX
OTJIETIbHBIX €€ KOMIIOHEHTOB.

3ammTa JODKHA CTPOUTHCS SIIEIOHHPOBAHO. [l KaXIoro KaHaida yTedKd MH(poOpMarmuu u s
KOKIOW yrpo3bl OE30MaCHOCTH [IOJDKHO CYIIECTBOBaTh HECKOJIBKO 3alIUTHBIX pyOexeil. Cosnanue
3alIUTHBIX pyOekell OCYLIECTBISETCSI C Y4€TOM TOro, YTOOBbI JUIsl UX MPEOJOJIEHHUS MOTEHLIHAIbHOMY
3MIOYMBIIUICHHUKY TpeOoBanmuch MpodeccuoHallbHbIE HAaBBIKM B HECKOJBKUX HEB3aMMOCBSI3aHHBIX
o0acTsIX.

BHemnss 3amuTa gomkHa obecriednBaThCsl (U3MUECKUMU CPEACTBAMHU, OPraHU3allMOHHBIMU U
npaBoBbIMH Mepamu. OmHMM #3 HamOolee YKpEIUICHHBIX pyOexeidl mpu3BaHbl OBITH CpEACTBA
KpunTorpauueckoil 3alMThl, pealu30BaHHbE C Hcnonb3oBanueM TexHoioruu VPN. IlpuknagHoit
YPOBEHb 3aLIUTHI, YYUTHIBAIOIINNA OCOOCHHOCTH NPEAMETHOW 00JIACTH, IPEACTABISIET BHYTPEHHUIN pyOek
3aIlUTBHI.

5.3.HenpepbiBHOCTH 3amuThl [1/IH

3amura [1/1H - He pa3oBoe MepONPUATHE U HE TPOCTast COBOKYITHOCTh ITPOBEACHHBIX MEPOIIPUATUH U
YCTAaHOBJICHHBIX CPEJCTB 3alUThl, a HENPEPHIBHBIN II€JIEHAPABIEHHBIM Ipollecc, Mpeanoararoui
MIPUHATHE COOTBETCTBYIOIIMX MEp Ha Bcex dTanax xu3HeHHoro nukia MCIT/Ih.

UCTIAH nomkHBl HAXOMUTHCA B 3AlIUIIEHHOM COCTOSSHUM Ha TPOTSHXKEHUM BCETO BPEMEHH MX
(GYHKIIMOHUPOBaHUS. B COOTBETCTBHH C 3TUM MPHUHIIMIIOM JOKHBI IPUHUMATHCS MEPHI TI0 HEJIOMYIICHUIO
nepexoqa UCIIJIH B HE3aIIUIIIEHHOE COCTOSTHUE.

BonbmnHCTBY (PU3NYECKMX W TEXHUYECKUX CPENCTB 3alIUThl IS A(H()EKTUBHOTO BBITTOTHEHUS
CBOMX (YHKIMH HEoOXoAMMa IOCTOSIHHAas TEXHHMYecKas M OpraHM3alloHHas (aIMUHHCTpPATHBHAs)
nmoJJepKKa (CBOeBpeMeHHasl CMeHa 1 obecriedeHre MPaBIIIbHOTO XpaHeHHs U IPUMEHEHUS UMEH, TTapoJieH,
KJItouel mmgpoBaHus, nepeorpeieeHre NoJTHOMOYMH U T.11.). [lepepbIBbl B paboTe CpeACTB 3alIUThHl MOT'YT
OBITh UCTIOJB30BaHBI 3IOYMBINIICHHUKAMU JJIsl aHAJIA3a MPUMEHSEMBIX METOJIOB U CPEJICTB 3aIlUTHI, IS
BHEJIPEHUS CIIELMAIBHBIX IPOTrPAMMHBIX W aNIlApaTHBIX '"3aKIaJAoK' M JPYTUX CPEACTB IPEOIOJICHMS
CUCTEMBI 3aIIUTHI TIOCJIE BOCCTAHOBIECHUS €€ (PYHKIIMOHUPOBAHUSI.

[Ipeanonaraer ympexnaromuii xapaktep wMep obecrneuenus Oe3omacHoctn [I/IH, TO ecTh
MOCTaHOBKY 3a7a4 1o komriekcHo 3amute UCIIH u peanuzanuio mep odecnieuenus 6e3omacuoctu 110
Ha paHHuX cranusax pazpadotku MCII/IH B iemom u ee cucteMbl 3auThl HH(OPMAIUH, B YACTHOCTH.

Pa3paboTka cucTeMBbl 3alIMTHI JOMKHA BECTUCH MapalIeIbHO ¢ pa3paboTKOil M pa3BUTHEM CaMO
3alUIIAeMON CHCTEMBI. DTO IMO3BOJMT Y4ecTh TpeOoBaHUS O€30MacCHOCTH MpPH MNPOEKTUPOBAHUU
aApXUTEKTYPHl U, B KOHEYHOM cueTe, co3/aTh Oosee d(hekTuBHbIC (Kak MO 3aTpaTaM pecypcoB, TaK H IO
CTOMKOCTH) 3aIIUIICHHBIE CUCTEMBI

5.4. IIpeeMCTBEHHOCTb U COBEPIIEHCTBOBAHUE

[IpenmonaratoT MOCTOSIHHOE COBEPIICHCTBOBAHUE MEP U CPEACTB 3alIUTHI HH(OOPMALIUK Ha OCHOBE
MIPEEMCTBEHHOCTH OpPraHU3AllMOHHBIX W TEXHUYECKUX pEIIeHUM, KaJApOBOrO COCTaBa, aHalIM3a
¢dbyakunonupoBanus MCII/IH u ee cucTembl 3alIUThl C y4E€TOM H3MEHEHHH B METOJaX M CPEACTBaX
nepexBara WHQOpMAIMK, HOPMATHBHBIX TpPeOOBAaHUI IO 3alIUTE, JOCTUTHYTOTO OTEYECTBEHHOTO U
3apyOEKHOTO ONBITAa B 3TOH 00JIaCTH.



5.5. IlepconanbHast OTBETCTBEHHOCTD

[Ipenmonaraer BO3M0K€HNE OTBETCTBEHHOCTH 3a obecrieueHue Oe3omacHocTH [1J[H U cucTteMbl Ux
00pabOTKM Ha KaXKIOro COTPYAHMKA B Mpelenax ero MmoJHOMo4Yuil. B cOOTBETCTBUU € ATHUM MPUHIUIIOM
pacripenieieHue mpaB U 00sS3aHHOCTEH COTPYIHUKOB CTPOUTCS TaKMM 0Opa3oM, 4TOOBI B CiIydae JH000To
HapYILICHUs KPYT BUHOBHUKOB ObLIT YETKO U3BECTEH UJIM CBEJIEH K MUHUMYMY.

5.6.IIpuHIIMTT MUHIMH3AIUIH TOJTHOMOYHH

O3Hauaer NpenoCTaBICHUE I0Jb30BATEISIM MHUHUMAJIBHBIX MPAaB JOCTyNa B COOTBETCTBUU C
IIPOU3BOJICTBEHHOW HEOOXOIMMOCTBIO, HA OCHOBE IPUHLUIIA «BCE, YTO HE PA3pEIICHO, 3alPELICHO».

Hoctyn k [1/IH n1omkeH MpenocTaBiaTbCs TOJIBKO B TOM cllydyae U 00beMe, eciii 3TO HeoOX0IMMO
COTPYJIHUKY ISl BBIIIOJIHEHUS €r0 JOKHOCTHBIX 00513aHHOCTEH.

5.7. BzaumoneicTBie U COTPYIHUUECTBO

[Ipenmonaraer co3ganue OnaronpusaTHOW arMmocdepbl B KOJUIGKTHUBAX  IOJApa3felieHuH,
obecnieunBaromux neatenbHOCTs VCII[H yupexaeHus, Ui CHIDKCHUS BEPOSTHOCTH BO3HUKHOBEHHS
HETraTHUBHBIX JEHCTBUI, CBI3aHHBIX C YEIIOBEYECKUM (PAKTOPOM.

B Takoil 00cTaHOBKE COTPYAHHKHU JIOJKHBI OCO3HAHHO COONIOAATh YCTAHOBJICHHBIE IIpaBWIa U
OKa3bIBAeT CO/CUCTBUE B JACSATEILHOCTH MOAPA3CICHUN TEXHUYECKON 3aIuThl HH(OpMAaLIUU

5.8. 'mbkocth cucremsl 3ammthl [1]]H

[IpuHATEIE MEpPBI M YCTAaHOBIEHHBIC CPEICTBA 3alIUTHl, OCOOCHHO B HAuyaJbHBIA NEPUOA HX
IKCIUTyaTallii, MOTYT OO€CIeYrBaTh KaK YpE3MEpHBIA, TaK M HEJIOCTATOYHBIA ypPOBEHBb 3alIUTh. JlJist
o0ecrnieueHrs BO3MOKHOCTH BapbUPOBAHUS YPOBHEM 3aIIUIIEHHOCTH, CPEACTBA 3aLUTHI JOJKHBI 00J1aaTh
orpeaeneHHOW rMOKocThi0. OCOOEHHO BayKHBIM 3TO CBOMCTBO SBJIIETCS B T€X CIydasiX, KOIJa yCTaHOBKY
CPEICTB 3aIlUThl HEOOXOIMMO OCYLIECTBIIATH Ha pabOTaIOUIyl0 CHUCTEMY, HE Hapylias Mpolecca ee
HOPMaJIHHOTO (DYHKITMOHHPOBAHUS.

5.9.0TKpBITOCTh aNTOPUTMOB U MEXAHU3MOB 3aIIUThI

CyTbh mpUHIIUIIA OTKPBITOCTH AJITOPUTMOB M MEXaHU3MOB 3aIlIUTHl COCTOUT B TOM, UTO 3alUTa HE
JOHKHA 00ecreynBaThCsl TOJIBKO 32 CUET CEKPETHOCTH CTPYKTYPHOM OpraHU3alid M alrOpPUTMOB
(YHKIIMOHUPOBAHUS €€ TMOJCUCTEM. 3HAHHE AJITOPUTMOB PAOOTHI CHCTEMBI 3alllUTHI HE JOJDKHO J1aBaTh
BO3MOXXHOCTH €€ TpeoiosieHus (1axe aBropam). OJTHAKO, TO HE O3HAYaeT, 4TO HH(OPMAIIHUSI 0 KOHKPETHON
CUCTEME 3aIUTHI I0JDKHA OBITH OOIIETOCTYITHA.

5.10.IIpocToTa npuMeHEHHUsI CPEACTB 3AIIUTHI

MexaHu3Mbl 3alUTHl JOJDKHBI OBITh HMHTYUTHBHO TIOHSATHBI W TPOCTHI B HCIOJIB30BaHUMU.
[IpumeHeHne cpeAcTB 3alIMTHl HE JOJHKHO OBITH CBSI3aHO CO 3HAHHMEM CIICIMATbHBIX SI3BIKOB WU C
BBITIOJITHEHUEM JIEUCTBH, TPEOYIOMNUX 3HAYUTEIHHBIX JOMOJHUTEIBHBIX TPY/103aTpaT IpH 00BIYHOM paboTe
3apEruCTPUPOBAHHBIX YCTAHOBJICHHBIM TOPSAKOM IOJb30BaTeNel, a Takke He JOHKHO TpeOoBaTh OT
MOJT30BATEIS BBIMOTHEHUS! PYTHHHBIX MAJIOMIOHSATHBIX €My Orepalnii (BBOJ HECKOJIBKUX MapoJiel 1 UMEH U
T.1.).

JloikHa JTOCTUraThCsl aBTOMATH3AlMsl MAaKCHUMaJIbHOIO 4YHCIA JEUCTBUM MOJb30BaTENEd U
anpmuauctparopos UCIT/IH.

5.11.Hayuynast 000CHOBaHHOCTh U TEXHHUYECKAs PeaTn3yeMOCTh

NudopmaninoHHbIe TEXHOJIOTUH, TEXHUYECKUE U TPOTPAMMHBIE CPEJICTBA, CPEJICTBA U MEPHI 3AIIHUTHI
nH(pOpMaIUU JOJKHBI OBITh peaTu30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHS HAYKH U TEXHUKH, HAYYHO
00OCHOBaHBI C TOYKH 3pPEHHS JOCTHKEHHS 3aJJaHHOTO YpPOBHs 0O€30MacHOCTH WH(GOPMAIUU U JIOJKHBI
COOTBETCTBOBAaTh YCTAHOBJIEHHBIM HOpMaM U TpeboBaHUsM 10 O6e3omacHocTr [1/]H.
C3IIln nmomkHa OBITH OPUEHTHPOBAHA HA PEIICHHUS, BO3MOXHBIC PHUCKUA MJII KOTOPBIX M MeEpbI
MPOTHBOICUCTBUS ATHM PUCKaM MPOIUTH BCECTOPOHHIOI TEOPETHUECKYIO U TTPAKTUUYECKYIO TIPOBEPKY.

5.12.Cnenuanu3anus u npodeccHoHaNIN3M

[Ipenmnonaraer mpuBieyeHUE K pa3padOTKe CPEACTB M peaju3alud Mep 3alluThl WHGOpMaIUN
CHEIMATM3UPOBAHHBIX OpTraHU3allnii, HanOoee MOArOTOBIEHHBIX K KOHKPETHOMY BUIY ACSITEILHOCTH IO
obecnieuenuto 6ezonacHocTH [1/]H, UMEIOMIMX ONBIT MPAKTUYECKOI pabOThI U TOCYJAPCTBEHHYIO JIULIEH3UIO
Ha TPaBO OKa3aHUs YCIYT B 3TOM 00JIacTH.

5.13.006s13aTenBHOCTH KOHTPOJIS

[Ipenmonaraer 00s3aTENBPHOCT, M CBOCBPEMEHHOCTH BBISBICHUS M IPECEUCHHUS MOMBITOK
HapyIICHUs YCTAHOBJICHHBIX MpaBuil odecredenus 6ezonacHocTy [1/{H Ha OCHOBE UCTIONB3YEMBIX CUCTEM U



CPEICTB 3alIUThl HHGOPMAIIMU TIPU COBEPIICHCTBOBAHUM KPUTEPHEB M METO/IOB OLIEHKU 3(PPEKTUBHOCTH
9TUX CUCTEM U CPEICTB.

KoHTpob 3a 1esTenbHOCThIO JTF000r0 MOJIB30BaTENs, KaXKI0r0 CPEICTBA 3alIUThl M B OTHOLIECHUU
m000r0 00BEKTa 3alIUTHI JOJDKEH OCYIIECTBIATHCS HAa OCHOBE IMPHMEHEHHs CPEICTB OIEPaTUBHOTO
KOHTPOJISI M PETUCTPALUU U JOJDKEH OXBAaThIBAaTh KaK HECAHKIIMOHUPOBAHHBIEC, TAK U CAHKIIMOHUPOBAHHBIE
JICUCTBUS IOJIL30BaTENICH.

6. Mepbl, METOABI H CPEACTBA 00ecneYeHUs1 TPedyeMoro ypoBHs 3alIMIIIEeHHOCTH

Obecneuenne TpeOyeMOro ypoBHS 3aIIMIIIEHHOCTH JTOJKHBI JJOCTHUTAaThCS C MCIOIB30BAaHUEM MED,
METOJIOB U cpeicTB 6e3onacHocTu. Bee meprl obecnieuenust 6ezonacHoctu MCIIAn noapaszaenstorcs Ha:

- 3aKOHOJaTeJIbHBIC (IIPABOBBIC);

- MOpaJIbHO-3TUYECKHUE;

- OpraHu3alMOHHbIC (A AMUHUCTPATUBHBIC);

- (usuyeckue;

TEXHUUYECKUE (ammapaTHble U MPOTPaMMHBIE).

[lepeyenp BbIOpaHHBIX Mep obecnedeHus: O0e30macHOCTH oTpaxkaercss B IlmaHe MeponpusTuil mo
00eCIeUeHHIO 3allUThI IEPCOHATBHBIX JIAHHBIX.

6.1.3akoHoaTeNbHbIE (IPAaBOBBIE) MEPHI 3AILUTHI

K npaBoBbIM MepaM 3alIUThl OTHOCSTCS JEHUCTBYIOLME B CTPAHE 3aKOHBI, YKa3bl U HOPMAaTHUBHbBIC
aKTHI, perIaMeHTHpYoe paBuia odpamenns ¢ [1/1H, 3akperistomye npasa u 00s13aHHOCTH yYaCTHUKOB
nH(OPMALIMOHHBIX OTHOIIEHHH B Ipoliecce ee 00pabOTKU U HCIONIb30BAHMS, & TAK)XKE YCTaHABIUBAIOIIUE
OTBETCTBEHHOCTb 3a HApYIICHUS ATUX IPaBUJI, IPEMSTCTBYS TEM CaMbIM HEIIPABOMEPHOMY HCIIOJIb30BAHUIO
[1/11 u sBnsAIOIINECS CAESPKUBAIOIIUM (DAKTOPOM I MTOTEHIIUATIBHBIX HAPYIITUTENICH.

[IpaBoBble Mephl 3alUTBl HOCAT B OCHOBHOM YIPEXKAAIOIINN, NMPOPUIAKTUYECKUN XapakTep U
TpeOYIOT TOCTOSIHHOW Pa3bsICHUTENIbHOW paboThl C IMONBH30BATENSIMU U OOCIY)KMBAIOIIUM IEPCOHATIOM
CUCTEMBI.

6.2.MopanbHO-3THYECKHE MEPHI 3aLUT

K MopanbHO-3THUECKHM MepaM OTHOCATCS HOPMBI MOBEJCHHS, KOTOPbIE TPAAUIIMOHHO CIOXKHINCH
WM CKJIAJIBIBAIOTCS 110 Mepe pacnpocTpaHeHust DBM B cTpane nim obuiecTse. DTH HOPMBI O0JIbIIEH YacThIO
HE SIBISIOTCA O00s3aTENIbHBIMM, KaK 3aKOHOAATENbHO YTBEPXKJACHHbIE HOPMATHBHBIE AKThI, OJHAKO, WX
HECOOJII0/IeHHE BeJIeT OOBIYHO K MaJICHUIO aBTOPUTETA, PECTHUKa YeTI0BEKa, IPYIIIbI JIUIL MJIX OpraHUu3aliH.
MopanbHO-3THUECKHE HOPMBI OBIBAIOT KaK HEMUCaHbIEe (HanpuMmep, oOIIenpru3HaHHbIE HOPMbI YECTHOCTH,
naTpUoTU3Ma M T.I.), TAK U MHUCAHbIE, TO €CThb O(GOPMIIEHHBIE B HEKOTOPBIH CBOA (ycTaB) MpaBWJI WU
MpEeIUCaHUN.

MopallbHO-3TUYECKHE MEpbl 3aIIUTHl SIBISIOTCS NPOPHIAKTHYECKUMH M TPeOYIOT IMOCTOSHHOMN
paboTBl 1O CO3JaHHUI0  3JI0POBOTO  MOpPAJBHOIO KJIMMaTa B  KOJUIEKTHBAX  IOApAa3JIEIECHUN.
MopanbHO-3TUUECKHE MEPBI 3alUThl CHI)KAIOT BEPOSATHOCTb BO3HUKHOBEHHUS HETATUBHBIX JEHCTBUH,
CBSI3aHHBIX C YEJIOBEUECKUM (DaKTOPOM.

6.3. Opranu3anroHHbIe (aIMUHUCTPATUBHBIE) MEPHI 3AIUTHI

Opranu3zanvoHHble (A AMUHUCTPATUBHBIE) MEPHI 3aLIUTHI - 3TO MEPHI OPraHU3AUOHHOTO XapaKTepa,
pernaMeHTHupyronme nponeccel ¢yHkunonupoanus HWCIIn, wucnonszoBanue pecypcoB HWCII/IH,
NESATETLHOCTh OOCTYKHBAIOIIETO TIEPCOHANIA, a TAKXKE TOPSIOK B3auMOIeHcTBUA mosbs3oBareneit ¢ UCII/
TakuM 00pa3oM, 4ToObl B HAMOOJbIEH CTENEHU 3aTPYJHUTh MM HCKIIOYHTH BO3MOXKHOCTH peau3aluu
yrpo3 0e30MacHOCTH WJIM CHU3UTDH pa3Mep MOTEPh B CIIy4ae UX peann3alyi.

I'maBHas 11€51b aAIMMHHUCTPATUBHBIX MEpP, IPEANPUHUMAEMBIX Ha BBICIIEM YIPAaBIEHYECKOM YPOBHE -
chopmupoBarh [lomutuky uHpOopManmonHow Oe3zomacHocTH [I/[H (oTpaxkaromryro MOAXOIBI K 3alllUTe
uHpopManun) U 00eCIIeYuTh €€ BHIIOJIHEHHUE, BBIJIENAsS HEO0X0AUMbIE PECYPCHl U KOHTPOJIUPYS COCTOSIHUE
Jen.

Peanuzanus Ilonmutuku wundopmarmonHoit OeszomacHoctu I1JJln B UCII[AH cocrosar u3 mep
aJIMUHUCTPATUBHOTO YPOBHS U OPraHU3ALMOHHBIX (IIPOLIETYPHBIX) MEP 3aILUThI HHPOPMALIUH.

K anMuHUCTpaTUBHOMY YPOBHIO OTHOCSATCSI PEILIEHUSI PYKOBOJICTBA, 3aTParuBaroIne JesTENbHOCTD
NCTIdn B nemom. Oty pereHus 3akpersitores B [lomutuke napopmanronnoi 6e3onacHoctu. [Ipumepom
TaKUX PEIICHUI MOTYT OBITh:

- MIPUHATHE pelieHus 0 GOPMHUPOBAHNU WM NEPECMOTPE KOMILIEKCHON MPOrpaMMbl 00ecTIeueHHs



6e3onacunoctu [1/1H, onpenenenre 0TBETCTBEHHBIX 3a €€ pealn3aluio;

- ¢opmynupoBaHuE ILeNel, IMOCTAaHOBKAa 3ajady, OINPE/ACICHUE HANpPaBICHUH AEATENbHOCTH B
obmactu 6e3omacHoctH I1/1H;

- NPHUHATHE pEHICHWH 1O BOMpOCaM pealnu3allid [porpaMMbl  0€30MacHOCTH, KOTOpHIE
paccMaTpuBalOTCsA HA YPOBHE YUPEXKIICHUS B LIEJIOM;

- obecrieueHNe HOPMATUBHOM (TIPABOBOI) Oa3bl BOIPOCOB 0€30MAaCHOCTH U T.I1.
[TonuTuka BepXHETO YPOBHS AOHKHA YETKO OUEPTUTH c(pepy BIUSHUS U OTPaHUUYCHHUS] IPU
onpezaeneHuu 1enei 6esonacuoctu [1/{H, onpenenuTs KakuMu pecypcamu (MaTepuaabHble, IEPCOHAN) OHU
OyAyT MOCTUTHYTHI M HaWTH pa3yMHBIH KOMIPOMHUCC MEXAY HpHUEMJIEMbIM ypOBHEM O€30MacHOCTH U
¢dbynkuronansHocThi0 MCIT/IH.

Ha opranu3aliuoOHHOM YPOBHE ONPEIENSAIOTCS NPOLEAYpbl M IpaBUia JOCTHXKEHUS LEIeH U
pemenus 3anad [lonmutrku nHbopmanonHon 6e3onacHoctH [1J[H. DT nmpaBuiia onpeaesaioT:

- KakoBa 00J1acTh IPUMEHEHHUS NOJIIMTUKU Oe3onacHocTH [1/[H;

- KaKkoBBl POJIM W OOS3aHHOCTH JOJKHOCTHBIX JIMIl, OTBEYAIOIIME 3a MPOBEICHUE IMOIUTUKH
6e3omacunoctu [1/1H, a Tak e UX YCTAaHOBHUTH OTBETCTBEHHOCTb;

- KTO umeer Ipasa pocryna K 11/1x;

- KakMMHU MEpaMH U cpeJcTBaMu obecnieunBaercs 3amura [1/1H;

- KaKUMU MepaMu H CpeICTBaMU 00eCIeunBaeTCs KOHTPOJIb 3a COOI0OIEHEM BBEIEHHOTO pexruMa
0€30MacCHOCTH.

Opranu3zalioOHHbIE MEPBI TOJIKHBI:
- IOpeaycMarpuBaThb  PErIaMEHT HMH(MOPMAIIMOHHBIX  OTHOILUEHWM, MCKJIIOYAIOIIUX  BO3MOXKHOCTb
HECaHKIMOHUPOBAHHBIX JIEHCTBUIN B OTHOILIEHUU OOHEKTOB 3aIlIUTHI;
- OIpEAeATh KOATMIUOHHBIE U HEPApXUUECKHUE TPUHIIUIIBI U METO bl pa3rpaHnuyeHus gocrymna K [1/1x;
- OmpeneNisaTh MOPSAOK paboThl € MPOrpaMMHO-MaTEeMaTHUYECKMMHM W TEXHUYECKUMU (arrmapaTHbIE)
CPEICTBAaMH 3aILMTHI U KPUIITO3AIIMTHI U IPYTUX 3aLIUTHBIX MEXaHU3MOB;
- opranuszoBath Mepbl mportuBoxeiictBus HCJ] monb3oBarenssMu Ha dTanax —ayTeHTH(UKAIUH,
aBTOpU3ALIMK, HJAEHTU(UKAUK, OOECHEeUMBAIOIIMX TapaHTUM pealu3alid IpaB U OTBETCTBEHHOCTH
CyOBbeKTOB HH(POPMAIIMOHHBIX OTHOIIIEHUH.

OpraHu3alioOHHbIE MEPBI TOJIKHBI COCTOSITh U3:
- TOpsZKa I0IyCKa COTPYIHUKOB K HcIosb30BaHuI0 pecypcoB UCII/IH yupexnenus;
- periaMeHTa NpOIECCOB BeAEHHsA 0a3 JaHHBIX M OCYLIECTBICHHUS MOJAU(UKAINKA HH(POPMAIMOHHBIX
pecypcos;
- uHcTpykuuit nons3osareneit UCIAn (anmunuctparopa UCIIIH, agMuHuCTpaTOpa 6€30MacCHOCTH,
oneparopa UCII/In);
- MHCTPYKIIMH MOJIb30BATENs IPU BOSHUKHOBEHNHU BHEIITATHBIX CUTYaIHil.

6.4.®u3nuecKre Mepbl 3alIUThI

duznyeckue Mephl 3alUThl OCHOBAaHbI HAa MPUMEHEHUH PA3HOT0 POJa MEXaHUUECKUX, SJIEKTPO- MU
ANIEKTPOHHO-MEXAHUYECKUX YCTPOMCTB U COOPYKEHMMH, CIEUUANbHO IPEAHA3HAUYEHHBIX JUISl CO3/IaHUs
(GUBUYECKUX TIPEMATCTBHMM HA BO3MOXKHBIX TMYTSX MPOHUKHOBEHHUS M JIOCTYMa TMOTECHIIMAIBHBIX
HapyIIUTeNnel K KOMIIOHEHTaM CHUCTEMbl U 3alUIaeMoil MHPOpMAIUH, a TakKe TEXHHUUYECKUX CPEICTB
BHU3YyaJbHOT'O HAOJIIO/IEHUS, CBSI3U U OXPAHHOMN CUTHAIM3AIUH.

dusnueckas 3alUTa 37aHUN, MOMENIEHUH, OOBEKTOB W CpeICTB HH(OpMATH3alMU JIOJDKHA
OCYILIECTBIISTHCS IYyTEM YCTAHOBJIEHUS COOTBETCTBYIOIIMX MOCTOB OXPAHBI, C MOMOIIBI0 TEXHHUYECKUX
CPEACTB OXpaHbl MM JIOOBIMH JPYTMMH CHOCO0aMM, MPEJOTBPALIAIOIIMMU MM  CYIIECTBEHHO
3aTPYJHSIOUIMMH TPOHUKHOBEHUE B 3/IJaHUE, TIOMEUIECHHS TOCTOPOHHUX JIULI, XUIIeHHE UH(POPMAIIMOHHBIX
HOCHUTEJIeH, caMUX CPeJCTB MH(OpMaTH3alMM, HCKIIOYAIOIIMMHU HAXO0XIEHUE BHYTPH KOHTPOJIMPYEMOU
(oxpaHsieMoi) 30HbI TEXHUYECKUX CPEJICTB Pa3BEIKH.

6.5.AnnapaTHo-niporpaMMHBbIe cpescTBa 3amuThl [1/1H

TexHuueckue (anmapaTHO-MPOrpaMMHbIE) MEPbI 3aIIUTHl OCHOBaHbI HA UCTOJIb30BAaHUH PA3TUYHbBIX
AJIEKTPOHHBIX YCTPOMCTB M CHEUUANBHBIX MporpamM, Bxoasmux B coctaB WCII[IH ¥ BBIMOTHSIOMIMX
(caMOCTOSATETLHO WM B KOMIUIEKCE C JIPYTUMHU CpeACTBaMu) (DYHKIIMH 3amuThl (MACHTH(GUKAIUIO U
ayTeHTU(UKALMIO TMOJb30BaTENeH, pa3rpaHUYeHUE JOCTyIa K pecypcaM, pEeruCTpalfio COOBITHIA,
Kpunrorpadguieckoe 3akpbITHe HHOOPMAITUH | T.1.).



C yuerom Bcex TpebOoBaHui u mpuHIHNOB obecrieuenus 6e3omacHoctu [1JIn B MCII/In mo Bcem
HAIMPAaBIICHUSM 3alIUTHI B COCTAB CUCTEMBI 3aIUTHI JTOJDKHBI OBITH BKJIFOUEHBI CIICAYIOIINE CPEICTBA:

- cpenactBa wuaeHTUPUKaMK (ONMO3HABaHUS) W ayTeHTH(DHKANuUK (MOATBEPXKICHUS TOJTMHHOCTH)
nonb3oBareneit UCII/Ix;

- Cpe/ACTBa pa3rpaHUYEHHUs JOCTYyIA 3aperuCTPUPOBAHHBIX MOJb30BaTenel cucteMbl K pecypcam UCIIAn
YUPEXKIECHUS;

- cpencTBa 00ecrevyeHns U KOHTPOJISI LEJIOCTHOCTH IPOrPaMMHBIX U HH(POPMAIIMOHHBIX PECYPCOB;

- CpEZICTBa ONEPATUBHOTO KOHTPOJIS M PETUCTPAIIMH COOBITUI 0€301MacHOCTH;

- Kpunrorpaduueckue cpeactsa 3auuTsl [1/IH.

VYcnemHoe NpuMEHEHHE TEXHUYECKUX CPENCTB 3alUThl HA OCHOBAHUMU NPUHIUIOB (paszzen S)
MpeJIoyiaraeT, YTo BBIMOJHEHHE IMEPEUYUCICHHBIX HIDKE TpeOOBaHHM oOecreyeHO OpraHN3aluOHHBIMU
(aIMUHUCTPATUBHBIMH ) MEPAMH U UCTIOJIE3YEMBIMH (DU3UYECKHUMH CPEICTBAMU 3aIUTHI:

- obecnevena ¢gusznueckas 1enoCcTHOCTh Beex kommoHeHToB MCII/IH;
- Kax[Jpli coTpynHuK (rosib3oBarensb MCII/IH) niu rpynna nojap30BaTesield MMEeT YHUKAIbHOE CUCTEMHOE
UM U MHUHUMAIbHO HEOOXOJUMBIC JUIsl BBIIOJHEHUS WM CBOMX (PYHKIMOHAIBHBIX O0sS3aHHOCTEH
IIOJIHOMOYHS 10 AOCTYIY K PECypcaM CUCTEMBI;
- B UCIIIn yupexnaenus pazpaboTka U OTIagKa mporpamm ocyiiectsisercs 3a npeaenamu UCIIIH, Ha
WCIIBITATENIbHBIX CTEHAAX;
- BCE M3MEHEHMsI KOHPUTYypaluu TeXHUYeCKuX U nporpaMmMmubix cpeactB MCIIIH npousBoasTcs cTporo
YCTaHOBJICHHBIM HOPSAJIKOM (PETUCTPUPYIOTCSI U KOHTPOJIMPYIOTCS) TOJBKO HAa OCHOBaHUM PacloOpsLKEHUN
PYKOBOJICTBA YUPEKIACHUS,
- CIEUUAINCTAMU YUPEXKJEHUS OCYILIECTBIISIETCS HENPEPHIBHOE YIIPaBICHUE M aJIMUHUCTPATUBHAS
noajepKka (QyHKIIMOHUPOBAHUS CPEACTB 3aILIUTHI.

7. Konrtpoas 3¢ ¢pexTuBHocTH cucTeMbl 3aluThl UCIIIH yupexaenus

Kontpons s3¢pdexruBroctu C3II/IH momkeH ocymiecTBIseTcs Ha nepuoandeckoit ocHose. Llenbio
KOHTPOJIsI (P (PEKTUBHOCTH SIBISIETCSI CBOEBPEMEHHOE BBISIBIICHHE HEHAUISKAUX pexxuMoB padotsl C3I11x
(OTKIJIFOYEHHE CPEACTB 3alIUThI, HAPYIICHHE PEXKMUMOB 3aIIUThl, HECAHKIIHOHUPOBAHHOE U3MEHEHHUE PEXIMA
3alUTHI U T.II.), @ TaK IPOrHO3UPOBAHUE U NPEBEHTUBHOE pearipoBaHUE HA HOBBIE YIPO3bl O€30MaCHOCTH
II1H.

KoHnTponbs MoxkeT mpoBoauThecsi Kak agmMuHucTpaTopamu 6e3zomacHoctd VCIIJIH (omepaTuBHBIM
KOHTpPOJIb B npoiiecce nHbopmanmonHoro B3aumozeiictsust B UCII/IH), Tak ¥ mpuBiIeKaeMbIMU AJIs ATON
L€ KOMIIETEHTHBIMU OpraHM3alMsIMH, MUMEIOIIMMHU JIMIIEH3UI0 Ha 3TOT BHJ JCSATENIbHOCTH, a TaKxkKe
OCTIK Poccuu u @Ch Poccuu B nipezieniax uX KOMIIETEHITUH.

KoHTpob MOXKET OCYIIECTBIATHCS aJIMUHUCTPATOPOM O€30MaCHOCTH KAaK C MOMOIIbIO IITAaTHBIX
CpencTB cucTeMbl 3auThl [1/1H, Tak ¥ ¢ MOMONIBIO CIIEHHUATIBHBIX MPOTPAMMHBIX CPEJCTB KOHTPOJIA.

Onenka s>@dextuBHOCTH Mep 3amuThl [I/IH MpoBOAMTCS € HMCHOJIB30BAaHUEM TEXHUUYECKUX H
MPOTPaMMHBIX CPEJICTB KOHTPOJISI Ha IPEIMET COOTBETCTBHSI YCTAHOBIEHHBIM TPEOOBAHUSIM.

8. Cdepnl oTBeTcTBeHHOCTH 32 Oe30nacHOCTh I1/{H

OTBETCTBEHHBIM 32 Pa3pabOTKy Mep U KOHTPOJIb HaJ obecreueHneM 0e30MacHOCTH MePCOHATBHBIX
JAHHBIX SIBJSIETCS JUPEKTOp YUpeKIeHHUs. PyKoBOOUTENb MOXKET JIeJIerupoBaTh 4acTh MOJHOMOYMN IO
obecreyeHn o 6e30MacHOCTH MEePCOHATBHBIX TAaHHBIX.

Cdepa OTBETCTBEHHOCTH PYKOBOAMTENS BKJIIOYAET CJENYIONIME HalpaBleHus o00ecredeHus
oe3onacHoctH [1]1H:
- [InanupoBanue u peanuzamus mep 1o odecreueHuto 6e3omacaoctu [1/1H;
- Ananu3 yrpo3 6e3onacHoctu I1/1H;
- Pa3paboTky, BHeapeHHEe, KOHTPOJIb UCIOJHEHUS U MOJIepKaHHe B aKTyaJlbHOM COCTOSIHUU TOJUTHK,
PYKOBOJICTB, KOHUEMIUMN, TPOLIEAYP, PETVIAMEHTOB, HHCTPYKIIMM U APYTHX OPraHU3ALMOHHBIX JTOKYMEHTOB
o o0ecreyeHuIo0 0€30MMacHOCTH;
- OOyuenne u undopmupoBanue monp3oBarencii MCII[un o mopsake pabotel ¢ I/l u cpeactBamm
3aIUTHI;
- IlpenoTBparienue, BbIsIBICHUE, pearipOBaHUE U paccieoBaHue HapyleHui 6e3onacuoctu I1/1H.

9. Moaeab HAapymuTe/si 6€30NMACHOCTH
[Tox HapymuTeneM B y4pexXIACHUU MOHUMAETCS JHUI0, KOTOPOE B PE3YJbTATE YMBIIUICHHBIX WIIU



HEYMBIIIJICHHBIX IEHCTBUIM MOXKET HAaHECTH yImepd oObeKTaM 3amuThl (pa3aen 3).

Hapymmurenun noapaszpenstorcs no npusHaky npuHaminexHoctd k HMCII[IH. Bee nHapymunrtenu
JEJISITCS Ha JIBE TPYIIIbL:

- BHEIIHHE HApyUIUTENIH - (pU3MUYECKHe JMIa, HEe MMEIOIIME MpaBa NMpeObIBaHUS HA TEPPUTOPHH
KOHTPOJIUPYEMOM 30HBI, B TIpejiesiax KOTopoi pazmeniaercs obopynosanue UCIIH;

- BHYTPEHHHE HApYIIUTENIH - (GU3NYECKUE JIMIA, UMEIOIINE MPaBO NPeOBbIBaHUS HA TEPPUTOPHH
KOHTPOJIMPYEMOM 30HBI, B TIpeiesiax KOTopoi pazmeniaercs ooopynoBanue UCII/IH.

Knaccupukanuss Hapymwureneid mnpejactaBieHa B MoJenn axkTyaJlbHBIX YIPO3 W BEpPOSITHOTO
Hapymutens UCIIH yupexaeHus.

10. Moaeab yrpo3 6e30nacHOCTH

Jost UCTTJH yupexxaeHus: BBIACISIOTCS CIEAYIOIINEe OCHOBHBIE KaTerOpUM Yrpo3 0e30MacHOCTH

MIEPCOHAJIBHBIX TAHHBIX:
1) YTrpo3bl OT YTEUKH 110 TEXHUYECKUM KaHAJIaM.
2) YTrpo3bl HECAHKIIMOHUPOBAHHOTO JOCTYIMa K HHPOPMAIIHH:

- YTpo3bl yHUUTOXEHUS, XuleHns anmnapatHsix cpeacts UCIAr Hocuteneit nadopMaum myrem
¢busnueckoro nocryna Kk anementam UCII/IH.

- Yrpo3sl XUIIEHUs, HECAHKIIMOHUPOBAHHOW MOAU(UKALUN WU OJIOKMPOBAaHUSA MHPOpMALUM 32
cueT HecaHKIHoHUpoBaHHOTo fnoctyna (HC/l) ¢ mpuMeHneHnemM mporpaMMHOAIapaTHBIX U MPOrPaMMHBIX
CPEICTB (B TOM UYHKCJE IPOrPpaMMHO-MaTEMAaTUYECKUX BO3ACUCTBUM).

- Yrpo3bl HenmpegHaMEpEeHHBIX JEHCTBUII TONB30BaTeNel M  HapylIeHUH Oe30MacHOCTH
¢dbyaxnuonuposanust UCIT/{a u C3I1/1H B ee cocTaBe n3-3a cOOEB B MPOTPaMMHOM OOCCIICUCHUH, a TAKIKE OT
yrpo3 HEAHTPOIIOT€HHOTO (COO0EB armaparypbl U3-3a HEHaIeKHOCTHU AJIEMEHTOB, COOEB AJIEKTPONUTAHUSA) U
CTUXUUHOTO (y1apOB MOJIHUM, I0’KapOB, HABOJHEHUH U T.II.) XapakTepa.

- YTpo3bl IPEIHAMEPEHHBIX ACUCTBUIM BHYTPEHHUX HAPYILIUTEEH.

- ¥Yrpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYIIA 110 KaHalaM CBSI3U.

Onucanue yrpos, BEpOSTHOCTb HX pPEATU3alllU, OMACHOCTb M AKTYaJbHOCTh IIPEICTaBICHBI B
Monenu akTyanbHbIX Yrpo3 U BeposiTHoro Hapymurens UCII/Ix yupexnenus.

11. Mexanusm peaausanuu Konunenuuu

Peanuzanus KoHuenuuu 1015KHa OCYIIECTBISTHCS HA OCHOBE MEPCIIEKTUBHBIX MPOTrPaMM U IUIaHOB,
KOTOpBIE COCTABIISIOTCA Ha OCHOBAHUU U BO UCIIOJHEHHE:

- (enepanpHBIX 3aKOHOB B OOiacTu obecrieueHuss UHPOPMAIIMOHHOM O€30MacHOCTH U 3allUThI
uH(pOpMaINH;

- mnocraHoBienui [IpasurenscTBa Pocculickon @enepanny;

- PYKOBOIAIIMX, OPraHU3allMOHHO-PACHOPSAAUTENBHBIX M METOAMYECKUX NOKyMEHTOB PCTIK
Poccuu;

- notpebHocteit UCII/IH B cpencTBax obecnedenus: 6€30nacHOCTH UHPOPMALIUH.

12. Oxunaemblii 3pdekT ot peasnzanun Konuenmun

Peanuzanus Konnenuun 6e3onacuoctu [1JIx 8 UCIT/IH M03BOIMT:

- OILIEHUTH cocTosiHue O6e3onacHocTu uHpopmanuu UCIIJIH, BBISIBUT HCTOYHUKH BHYTPEHHUX U BHELTHUX
yrpo3 MH(POPMALMOHHOM OE30MaCHOCTH, OINpPENeUTh NPUOPUTETHBIC HAIMPABICHUS MPEJOTBPALCHHS,
OTpaXKeHUS U HEUTpaIu3aluu 3TUX YTPo3;

- pa3paboTaTh pacrnopsIUTeIbHbIE U HOPMATHBHO-METOJMUECKUE TOKYMeHThI mpuMenuTensHo k UCTH;
- mpoBecTu kiaccudukanuio u cepruduxanuio MCIIH;

- TPOBECTU OPraHU3alMOHHO-PEKMMHBIE U TEXHUYECKHE MEPOIPUATHUS MO 00EeCIeYeHnI0 0e30MacHOCTH
I[TJn B UCITdH;

- o0ecrneynTh HEOOXOAUMBINA YPOBEHb 0€30IaCHOCTH OOBEKTOB 3AIIUTHI.

OcyliecTBIeHHEe ATHUX  MEPONPHUATHI  OOecrneyuT  Cco3/laHue  €AMHOM, IEeJOCTHOH W
CKOOPJIMHHPOBAHHOM cucteMbl HHpopMarmonHoi Oe3omacHoct MCIIJIH u co3nmact ycnoBus Ui ee
JAIbHENIIETO COBEPIIEHCTBOBAHMS.



